B, SCP5 SFTP

# connect to host

# custom port

# run remote command
# force TTY allocation

ssh user@host

ssh -p 2222 user@host
ssh user@host command
ssh -t user@host "top"
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ssh-keygen -t ed25519 -C "you@example.com"

ssh-keygen -t rsa -b 4096 -C “you@example com"
ssh-keygen -t ed25519 -f ~/.ssh/myl

ssh-keygen -p -f ~/.ssh/id_¢ ed25519 # change passphrase
BEQA

ssh-copy-id user@host

ssh- cop¥ 1d —1 ~/ ssh/mykey.pub user@host

# Manua pub to remote authorized keys

cat ~/. ssh/1d ed25519 pub | ssh user@host \

"mkdir -p ~7.ssh && cat >> ~/.ssh/authorized keys"
B
~/.ssh/id_ed25519 iR (RE) 52)
~/.ssh/id_ed25519.pub. A% (‘J BA=)
~/.ssh/authorized_keys Eﬁi [RENEEPNE!
~/.ssh/known_hosts }Ef&
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~/.ssh/config ELht
Host myserver
HostName 192.168.1.100
User deploy
Port 222
IdentltyF1le ~/.ssh/deploy_key

# Then connect with just:
# ssh myserver

= .

AR EEm

Host *
ServerAlivelnterval 60
ServerAliveCountMax 3
AddKeysToAgent yes
IdentitiesOnly yes

Host bastion
HostName bastion.example.com

User admin
fREES
Host ZEMNZIEEL
HostName EhrENZ K 1P
User BERARE
Port nAzim0 (BRiA 22)
IdentityFile FLEAERIE
ProxyJump 20 %5 — NP
ServerAliveIntexval {R:&[EIIE (#))
IdentitiesOnly NEREENZH
AR (-L)

# Access remote port 5432 via local port 5432
ssh -L 5432:localhost:5432 user@host

# Access remote-db:3306 through ssh host

ssh -L 3306:remote-db:3306 user@host

# Bind to all interfaces

ssh -L 0.0.0.0:8080:localhost:80 user@host
mARER (-R)

# Expose local port 3000 on remote port 8080
ssh -R 8080:localhost:3000 user@hos

# Allow remote connections from any 1nterface
ssh -R 0.0.0.0:8080:1localhost:3000 user@host

EhASEER (-D)

# SOCKS5 proxy on lucal port 1080
ssh -D 1080 user@host

# Background SOCKS proxy

ssh -D 1080 -fN user@host

scP (R2EH)

scp file.txt user@host:/remote/path/
scp user@host:/remote/file.txt ./local/
scp -r dir/ user@host:/remote/path/

scp -P 2222 file.txt user@host:/path/

SFTP (REXZ5H)

sftp user@host
# Inside sftp session:
# put local.txt
# et remote.txt

upload file
= download file

s / lcd / cd — list / change directory
f%ﬁh%
IENC-LII=E))
B poxrt) IEEImHO (S CPﬁﬁ -P, 3E-p)
-C BHEESR
-1 Llimit) ERE (Kblt/s)
-i key {ERAIEESHXMHF

SSH Agent

eval "$¢(ssh-agent -s)"
ssh-add ~/.ssh/id_ed25519
ssh-add -1

$%% Agent

ssh -A user@host

# 0r in ~/.ssh/config:
# Host myserver

# ForwardAgent yes

Agent i5EH

# start agent

# add key to agent
# list loaded keys
# remove all keys

# forward agent

Agent forwarding lets the remote host use your local
keys without copying them. Use only with trusted hosts.
Prefer ProxyJump over agent forwarding when possible.

E3E]
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ssh -fNT -L

autossh -M 0 -fNT

BEARAL [ EE2A

# Background tunnel that stays open
5432:localhost:5432 user@host

# Auto-reconnecting tunnel (with autossh)

-L 5432:localhost:5432 user@host

ssh -] bastion user@internal-host
ssh -J userl@hopl,user2@hop2 user@target

# Config equiva ent:
# Host internal

# HostName 10.0.0.5
# ProxyJump bastion
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ssh -vvv user@host
ssh -G user@host
ssh-keyscan host
ssh-keygen -R host
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# max verbosit

# dump config (dry run)

# fetch host keys

# remove from known_hosts

BRiEE

Permission denied

. ﬁB)F‘ 8 ~/.ssh AUREEIR

(700/6
Host key changed boaK tr/ssh keygen -R host, SAIGEFTE
Connection timed out ﬁéﬁfiki O ENBNAYE

Too many auth failures H-i ﬁ?ﬂéﬁu% IdentitiesOnly
Broken pipe T‘E Eqﬁﬁﬁﬂﬂ ServerAlivelnterval

AR

chmod 700 ~/.ssh

chmod 600 ~/.ssh/id ed25519 # private key
chmod 644 ~/.ssh/id ed25519.pub # public key
chmod 600 ~/.ssh/authorized keys

chmod 644 ~/.ssh/known_hosts

BRssE2NNE

PasswordAuthentication no ZFAZRIER
PermitRootLogin no 21 root i8I SSH &R
AllowUsers deploy E%fﬁm“}‘ﬂ'ﬂ I
Port 2222 EBRINIRL]  (HBET
MaxAuthTries 3 FREDAIEZIRRE
AL

Prefer Ed25519 keys (smaller, faster, more secure).
Always set a passphrase on private keys

Use ssh-agent to avoid retyping passphrases.
Rotate keys periodically; revoke unused keys.

Use IdentitiesOnly to control which key is offered.

EizSH
EiEiE

# In ~/ ssh/config

Hos
ControlMaster auto
ControlPath ~/.ssh/sockets/%r@sh-%p
ControlPersist 600

# Create socket directory
mkdir -p ~/.ssh/sockets

EEERRE

Reuses a sinﬁle TCP connection for multiple SSH
sessions to the same host. Eliminates repeated
handshakes — faster connects and lower overhead.
ControlPersist keeps the master alive (seconds).
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