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Ubuntu / Debian
RHEL / Cent0S

“sudo apt install nginx"
“sudo dnfinstall nginx"

mac0S “brew install nginx
Alpine “apk add nginx

Docker “docker run -p 80:80 nginx"
IRSS B

sudo systemctl start nginx J3E)Nginx
sudo systemctl stop nginx {ZIEN
sudo systemctl reload nginx

sudo systemctl enable nginx BEHYER

nginx -t MBS B E

nginx -T MAHEETERE
nginx -s reload FIETHHELXERES
XHIE

Jetc/nginx/nginx.conf FREXMH
Jetc/nginx/conf.d/ SRR EEEER (*.conf)
Jetc/nginx/sites-available/ BJFILSACE (Debian
/etc/nginx/sites-enabled/ BB ENT S S
/var/log/nginx/ e HEHEREE
Jvax/www/html/ FHAHEIRE R
=B

Serv?;sien 80;

server_name example.com;
root /var/www/m{site;
index index.htm

}

[Gy=eet)

http { } HTTP iRSS3IRE (TRZR)

server { 3} EMENENX

location § } URIULEIR

upstream { } [Sinfk52E4E

events { } EERAIEGE
5

ETAMRAEMEM

server {

listen 80;

server_name site-a.com;
root /var/www/site-a;

server {
listen 80;
server_name site-b.com;
root /var/www/site-b;

}

BOIAS FLRARSS 25

server {
listen 80 default_server;
server_name H
return 444;

B
HTTPS EEM

server {
listen 80;
server_name example.
return 301 https: //$host$request uri;

é drop connection

IT_EEEVF:?E.H (M=EE)

= /path IEHLE (REMLLR
A~ [path’ FIZZILEC, BRidiEN)

~ regex XOA/NEHYEN]

~% regex AXHDANEHIEN
/path BIZRILA (RARRER)
Location 753l

location = / {
# exact root only

b
location /api/ {
proxy pass http://backend;

1ocat10n = \ (Jpglpnglglf)$ {
expil

}
try_files
location / {

try files $uri $uri/ /index.html;

?K/AEBTBZ{‘F\ BR. RRBE——SPAKE
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location /api/ {
proxy_pass http://localhost:3000/;
proxy_set header Host $host;
proxy_set_header X-Real-IP $remote addr
proxy_set_header X-Forwarded-For sproxﬁ add x_forwarded_for;
proxy_set header X-Forwarded-Proto $schem

}

WebSocket I

location /ws/ {
proxy_pass http://localhost:3000;
proxy_http version 1.1;
proxy_set header Upgrade $http upgrade,
proxy_set_header Connection "upgrade";

RIEES

proxy_pass falf URL .
proxy_set_header e imEiE B E XiERk
proxy_read_timeout /SimMmN/iBBY (21X 60s)
proxy_buffering off ZEFMANZEH
proxy_redirect BE5 G Location MR Sk

SSL / TLS

HTTPS BRS3 3%

server {
listen 443 ssl;
server_name example.com;

ssl_certificate

/etc/ssl/certs/example.crt;

ssl certificate key /etc/ssl/private/example. key

TLSv1.2 TLSv1.3;
HIGH: 'aNULL: 'MDS

ssl_protocols
ssl_ciphers

¥

{3 Certbot EHi% Let's Encrypt
sudo certbot --nginx -d example.com
sudo certbot renew --dry-run

SSL SR {EFEE
ssl_protocols TLSv1.2 TLSvi1.3
ssl_prefer_server_ciphers on

ssl_session_cache shared:SSL:10m

add_header Strict-Transport-Security
ssl_stapling on

FRE 28T
Upstream 3

upstream backend {
server 10.0.0.1:3000;

server 10.0.0.2:3000;
server 10.0.0.3:3000;

server {
location / {
proxy_pass http://backend;

ﬁliﬁﬁﬁlgtf .

(BRiA) wif

least_conn BIAERERE

ip_hash B R 1P 21ERE
hash $request_uri) % URI—Z505%

BRS3 2835E 15 R

weight=3 REIERE N
max_fails=3 tre AT el R OR
fail_timeout=30s 1ri2ARks58%79A B FEEYRFAR
backup RIEEARS 2R EALBY 2
down KAMRICHRS BB L

| pesxftesgE ]

RABAXHE
location /static/ {
alias /var/www/assets/;
expires 30d;
add_header Cache-Control "public,

}

Gzip E48

gzip on;

gzip_types text/plain text/css

immutable";

I8k TLS
HARS AR
=t
wﬁgﬁﬁuhﬂr&

HSTS MRy Sk
OCSP Stapling il
EF

application/json application/javascript;

gzip_min_length 1000;
gzip_comp_level 5;

EFES

expires 30d i Expires fll

expires off  ZXA expires MRS

etag on BH ETag MRk (FRIA)
sendfile on EIAELSXIRMHXS
tcp_nopush on ffLEEEAIX

BEERE

access_log /var/log/nginx/access.log
error_Tog~ /var/log/nginx/error. Iog warn

# Custom log format

log_format main $remute addr - $status '
quest” $body bytes sent’

access_log /var/log/nglnx/access Tog main;

E“masElﬁ.&ﬁ'J 4 (FE --with-debug #7i%)
BE wit

Infad gy rdenuEE

notice [ERBERIR

warn E&

error iaiz (23,

crit. EEE#

#M4BE

map $status $loggable {
~~[23] 0;
default 1;

¥
access_log /var/log/nglnx/access.Iog combined if=$loggable;

ot

Bkid 2xx/3xx BB EIBRLURL B
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limit_req_zone $binary remote addr
zone=api:10m rate=10r/s;

location /api/ {
limit_req zone=api burst=20 nodelay;

iﬁfﬂﬁﬁu
location /admin/ {

allow 192.168.1.0/24;
) deny
finﬁ]lﬁ*
X-Frame-Options DENY B L R AN
X-Content-Type-Options nosniff  [flE MIME AR
X-XSS-Protection "1; mode=hlock" XS)Sii/E (1B R 5
Content-Security-Policy RN E SRR
Referrer-Policy no-referrer ZHISIRES
A
SPA (SETIRZF)

location / {
root /var/www/app
try files $uri $ur1/ /index.html;

}
CORS MRSk
location /api/ {
add_header Access-Control-Allow-Origin *;
add”_header Access-Control-Allow-Methods
ET, POST, PUT, DELETE, OPTIONS"
if ($request | method = OPTIDNS) {

return 204;

5 %roxyipass http://backend;
s S
$host TEREY Host 3k

uri Sai URL (FH5E10)
$request_uri SEHFHTHRMIRE URI
$remote_addr E g IP ik
$scheme http 3§ https

S BT HREN
$status MR RS
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