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Ubuntu / Debian sudo apt install nginx
RHEL / Cent0S sudo dnf install nginx

mac0S brew install nginx
Alpine apk add nginx

Docker docker run -p 80:80 nginx
IR EE

sudo systemctl start nginx  /Zzf Nginx

sudo systemctl stop nginx {21k Nginx

sudo systemctl reload nginx ZEHFEE (FHEERS)
sudo systemctl enable nginx EBEHHBER

nginx -t ML EIBE

nginx -T MiAH R TR E
nginx -s reload FIETHHIEREERIES
EXfRE

XfHIE

/etc/nginx/nginx.conf FREXH
/etc/nginx/conf.d/ REREREGFER (*.conf)

/etc/nginx/sites-available/
/etc/nginx/sites-enabled/
/vax/log/nginx/
/vax/www/html/

RERE

server {
listen 80;
server_name example.com;
root /var/www/mysite;
index index.html;

ERESN

AL SRACE (Debian)
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iR BEMEEIRAE
RINHEIRER

http { 3 HTTP ARSS831&E (T%R)

server { } EAENEX
location § ¥ URI[ITEZLR

upstream § } [SiRARSS2S4A
events { } Y (SE g

Server R

ETFRFRREMEN

server {
listen 80;
server_name site-a.com;
root /var/www/site-a;

server {
listen 80;
server name site-b.com;
root /var/www/site-b;

}
BIASARIRS 33

server {
listen 80 default server;
server_name _
return 444; # drop connection
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HTTPS EE[

server {

listen 80;

server_name example.com;

return 301 https://$host$request_uri;
}

Location 3R

EEERSER (MSEHE)

= /path IEHRLE (RESMER)
A~ [path  BIRICES, BRLIEN

~ regex XHPA/NEHIEN

~% regex AXHKNEHIEN
/path BISREAS (RIRAFTR)

Location {5l

location = / {
# exact root only

location /api/ {
proxy_pass http://backend;

location ~* \.(jpg|png|gif)$ {
expires 30d;
try_files

location / {
try files $uri $uri/ /index.html;

RREAX M. BR. RRBE——SPASE
RERIE

SSL/TLS

HTTPS BRS38%

server {
listen 443 ssl;
server_name example.com;

ssl certificate /etc/ssl/certs/example.crt;
ssl_certificate key /etc/ssl/private/example.key;

ssl protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH: !aNULL:!MD5;
}

{8 Certbot BAif Let's Encrypt

sudo certbot --nginx -

d example.com

sudo certbot renew --dry-run

SSL mx{EFHE

ssl_protocols TLSv1.2 TLSv1.3
ssl_prefer_server_ciphers on
ssl_session_cache shared:SSL:10m
add_header Strict-Transport-Security

ZAIRRR TLS
HARSESHERMBEY
2IEE RALIRFIERE
HSTS PEIRZ Sk
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location /api/ {
proxy pass http://localhost:3000/;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;

proxy_set header X-Forwarded-For $proxy add x_ forwarded for;

proxy set header X-Forwarded-Proto $scheme;

}
WebSocket I8

location /ws/ {
proxy pass http://localhost:3000;
proxy http version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
}

RIBES
proxy_pass &% URL
proxy_set_header

proxy_buffering off ZXZFIRNEH
proxy_redirect

BEmR%EEBEIERL
proxy_read_timeout [SURMANEBAT (ZAIA 60s)

B 5[5 Location MEIRZ Sk

ssl_stapling on

kA2 ]

OCSP Stapling INIRIEF

Upstream 3R

upstream backend {

server 10.0.0.1:3000;
server 10.0.0.2:3000;
server 10.0.0.3:3000;

}
server {
location / {

proxy_pass http://backend;

}
HEEEE
(BR3N)
least_conn
ip_hash
hash $request_uri
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weight=3
max_fails=3
fail_timeout=30s
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location /static/ {

alias /var/www/assets/;

expires 30d;

add_header Cache-Control "public, immutable";

}
Gzip [E4E

gzip on;

gzip_types text/plain text/css
application/json application/javascript;

gzip_min_length 1000;
gzip_comp_level 5;
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EFET CORS MRz 3k

expires 30d & & Expires 1 Cache-Control max-age location /api/ {

expires off =gz expires Ve add_header Access-Control-Allow-0rigin *;

i 3 Ry add_header Access-Control-Allow-Methods
etaﬁf?; gﬁé‘l—*;g—:“%;?ﬁ@;*) "GET, POST, PUT, DELETE, OPTIONS";
sendrile on \L ZEXXGEA if ($request_method = OPTIONS) {
tcp_nopush on LILEIREAIX return 204;
}
EE proxy_pass http://backend;
}
BEEE
L= =1

access_log /var/log/nginx/access.log; mmg;

error_log /var/log/nginx/error.log warn; $host &SRB Host 3k

# Custom log format $uri . %I\E'E‘UELSA”J?EW) .
log_format main '$remote addr - $status ' $request_uri BSEHFRFHEMNEE URI

'"$request" $body bytes sent'; $remote_addr U IP it
access_log /var/log/nginx/access.log main; $scheme httpESihttps
e B8

P $args ETWFHESE
HIRAELR7 $status M RARZSES

debug  #4 (FZ --with-debug fHiF)
info EE4%

notice IEEEERFIR

warn =5

error fEiR (BN

crit FEE (el

ZMH4AE

map $status $loggable {
~~[23] 0;
default 1;

access_log /var/log/nginx/access.log combined if=$loggable;
Bid 2xx/3xx WHEIBR B BEE
PR

limit_req_zone $binary remote addr
zone=api:10m rate=10r/s;

location /api/ {
limit_req zone=api burst=20 nodelay;
}

ihialEl
location /admin/ {

allow 192.168.1.0/24;
deny all;

BRIk

X-Frame-Options DENY it
X-Content-Type-Options nosniff BALE MIME SREUIRIR
X-XSS-Protection "1; mode=block" XSS IiEEe (IHARI%ER)

Content-Security-Policy BEHIZRINERR
Referrer-Policy no-referrer EHISIRER
BEREN

SPA (BATIMFH)

location / {
root /var/www/app;
try files $uri $uri/ /index.html;
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              server_name example.com;
              root /var/www/mysite;
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              server_name site-a.com;
              root /var/www/site-a;
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              server_name site-b.com;
              root /var/www/site-b;
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              listen 80 default_server;
              server_name _;
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              listen 80;
              server_name example.com;
              return 301 https://$host$request_uri;
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      - title: "Location 示例"
        type: code
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          location = / {
              # exact root only
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          location /api/ {
              proxy_pass http://backend;
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          location ~* \.(jpg|png|gif)$ {
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          location /api/ {
              proxy_pass http://localhost:3000/;
              proxy_set_header Host $host;
              proxy_set_header X-Real-IP $remote_addr;
              proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
              proxy_set_header X-Forwarded-Proto $scheme;
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          location /ws/ {
              proxy_pass http://localhost:3000;
              proxy_http_version 1.1;
              proxy_set_header Upgrade $http_upgrade;
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          - key: "add_header Strict-Transport-Security"
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          upstream backend {
              server 10.0.0.1:3000;
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                  proxy_pass http://backend;
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          - key: "ip_hash"
            desc: "客户端 IP 会话粘性"
          - key: "hash $request_uri"
            desc: "按 URI 一致性哈希"

      - title: "服务器选项"
        type: table
        rows:
          - key: "weight=3"
            desc: "发送 3 倍流量"
          - key: "max_fails=3"
            desc: "标记为不可用前的失败次数"
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    page_break_before: false
    subsections:
      - title: "提供静态文件"
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          location /static/ {
              alias /var/www/assets/;
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              add_header Cache-Control "public, immutable";
          }
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        type: code
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          gzip on;
          gzip_types text/plain text/css
                     application/json application/javascript;
          gzip_min_length 1000;
          gzip_comp_level 5;
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            desc: "设置 Expires 和 Cache-Control max-age"
          - key: "expires off"
            desc: "禁用 expires 响应头"
          - key: "etag on"
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      - title: "日志配置"
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          access_log /var/log/nginx/access.log;
          error_log  /var/log/nginx/error.log warn;

          # Custom log format
          log_format main '$remote_addr - $status '
                          '"$request" $body_bytes_sent';
          access_log /var/log/nginx/access.log main;

      - title: "错误日志级别"
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          - key: "debug"
            desc: "详细（需要 --with-debug 编译）"
          - key: "info"
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          - key: "notice"
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          - key: "error"
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      - title: "条件日志"
        type: code
        content: |
          map $status $loggable {
              ~^[23] 0;
              default 1;
          }
          access_log /var/log/nginx/access.log combined if=$loggable;
        note: "跳过 2xx/3xx 的日志记录以减少日志量"

  - title: "安全"
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      - title: "限流"
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        content: |
          limit_req_zone $binary_remote_addr
              zone=api:10m rate=10r/s;

          location /api/ {
              limit_req zone=api burst=20 nodelay;
          }

      - title: "访问控制"
        type: code
        content: |
          location /admin/ {
              allow 192.168.1.0/24;
              deny all;
          }

      - title: "安全响应头"
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          - key: "X-Frame-Options DENY"
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          - key: "X-Content-Type-Options nosniff"
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          - key: "X-XSS-Protection \"1; mode=block\""
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      - title: "SPA（单页应用）"
        type: code
        content: |
          location / {
              root /var/www/app;
              try_files $uri $uri/ /index.html;
          }

      - title: "CORS 响应头"
        type: code
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          location /api/ {
              add_header Access-Control-Allow-Origin *;
              add_header Access-Control-Allow-Methods
                         "GET, POST, PUT, DELETE, OPTIONS";
              if ($request_method = OPTIONS) {
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              proxy_pass http://backend;
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