Tham Khao Nhanh SSH

Két néi, khéa, cau hinh, tunnel, SCP, SFTP

Két ndi

K&t ndi cd ban

# connect to host

# custom port

# run remote command
# force TTY allocation

ssh user@host

ssh -p 2222 user@host
ssh user@host command
ssh -t user@host "top"

CJ két ndi
-p port Két ndi t8i cdng cu thé
-i key Dung identity cu thé (private key)
-t B3t budc phan bé pseudo-terminal
-v / -vv / -vvv Debugchitiét (mic do tang dan)
-q Ché d6 yén ldng (an canh béo)
-N Khong chay [énh tif xa (dung cho tunnel)
-f Chay nén trudc khi thuc thi [énh
-J jump Jump host (ProxyJump)

Quan ly khéa

Tao khéa

ssh-keygen -t ed25519 -C "you@example.com"

ssh-keygen -t rsa -b 4096 -C "you@example.com"
ssh-keygen -t ed25519 -f ~/.ssh/mykey

ssh-keygen -p -f ~/.ssh/id _ed25519 # change passphrase

Trién khai Public Key

ssh-copy-id user@host
ssh-copy-id -i ~/.ssh/mykey.pub user@host
# Manual: append .pub to remote authorized keys
cat ~/.ssh/id_ed25519.pub | ssh user@host \
"mkdir -p ~/.ssh & cat >> ~/.ssh/authorized keys"

Céc file khéa

~/.ssh/id_ed25519 Private key (gill bi méat)
~/.ssh/id_ed25519.pub Public key (chia sé thoai mai)
~/.ssh/authorized_keys Remote: cic public key dudc chap nhan
~/ .ssh/known_hosts Fingerprints host d& biét

File ciu hinh

Cd ban vé ~/.ssh/config

Host myserver
HostName 192.168.1.100
User deploy
Port 2222
IdentityFile ~/.ssh/deploy key

# Then connect with just:
# ssh myserver

Tuy chon Config hitu ich

Host *
ServerAliveInterval 60
ServerAliveCountMax 3
AddKeysToAgent yes
IdentitiesOnly yes

Host bastion

HostName bastion.example.com
User admin
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Chi thi Config
Host Ma&u alias cho muc nay
HostName Hostname thuc té hodc IP
User Tén dang nhap
Port Céng tirxa (mac dinh 22)
IdentityFile Dudng dan tdi private key
ProxyJump Nhay qua host khac

ServerAliveInterval Khodng keep-alive (gidy)
IdentitiesOnly Chi dung cac khéa d& chi dinh

Chuyén ti€p cong

Chuyén tiép cuc bd (-L)

# Access remote port 5432 via local port 5432
ssh -L 5432:localhost:5432 user@host

# Access remote-db:3306 through ssh host

ssh -L 3306:remote-db:3306 user@host

# Bind to all interfaces

ssh -L 0.0.0.0:8080:1ocalhost:80 user@host

Chuyén tiép tif xa (-R)

# Expose local port 3000 on remote port 8080

ssh -R 8080:localhost:3000 user@host

# Allow remote connections from any interface
ssh -R 0.0.0.0:8080:1ocalhost:3000 user@host

Chuyén ti€p déng (-D)
# SOCKS5 proxy on local port 1080
ssh -D 1080 user@host

# Background SOCKS proxy
ssh -D 1080 -fN user@host

SCP & SFTP

SCP (Secure Copy)

scp file.txt user@host:/remote/path/
scp user@host:/remote/file.txt ./local/
scp -r dir/ user@host:/remote/path/

scp -P 2222 file.txt user@host:/path/

SFTP (Chuyén file tudng tac)

sftp user@host
# Inside sftp session:

# put local.txt — upload file

# get remote.txt — download file

# 1s / lcd / cd — list / change directory
C3 chuyén file

-r Dé quy (sao chép thu muc)

-P port  Chidinhcdng (SCP dlng-P, khéng phai-p)
-C Batnén

-1 limit Gidi han bing thdng tinh bang Kbit/s

-i key Dung file identity cu thé

Agent Forwarding

SSH Agent

eval "$(ssh-agent -s)"
ssh-add ~/.ssh/id_ed25519
ssh-add -1

ssh-add -D

# start agent

# add key to agent
# list loaded keys
# remove all keys

Chuyén tiép Agent

ssh -A user@host

# Or in ~/.ssh/config:
# Host myserver

#  ForwardAgent yes

Luu y vé Agent

# forward agent

Agent forwarding lets the remote host use your local
keys without copying them. Use only with trusted hosts.
Prefer ProxyJump over agent forwarding when possible.

Tunnels

Tunnel bén viing

# Background tunnel that stays open

ssh -fNT -L 5432:1localhost:5432 userghost

# Auto-reconnecting tunnel (with autossh)

autossh -M 0 -fNT -L 5432:localhost:5432 user@host

Jump Hosts / Bastion

ssh -J bastion user@internal-host
ssh -J userl@hopl,user2@hop2 user@target

# Config equivalent:
# Host internal

# HostName 10.0.0.5
#  ProxyJump bastion

Quan ly Tunnel
-f Chaynén sau xac thuc
-N Khongcé lénhtifxa
-T Tat pseudo-terminal

~. Kétthic phién SSH bj treo (escape)
~C M3&command line dé chuyén tiép
~iF  Liét ké cac két ndi da chuyén tiép

Khac phuc su ¢

Debug két ndi

ssh -vvv user@host
ssh -G user@host
ssh-keyscan host
ssh-keygen -R host

Cac van dé thudng gap

Permission denied
Host key changed
Connection timed out

Too many auth failures
Broken pipe

Quyén file

chmod 700 ~/.ssh
chmod 600 ~/.ssh/id ed25519

# max verbosity

# dump config (dry run)

# fetch host keys

# remove from known hosts

Sai khéa, user, hodc quyén ~/.ssh (700/600)
Chay ssh-keygen -R host roi két nai lai

Kiém tra firewall, cdng, va kha nang tiép can
host

Dung -i dé chi dinh khéa hodc IdentitiesOnly
Thém ServerAlivelnterval vao config

# private key

chmod 644 ~/.ssh/id ed25519.pub # public key
chmod 600 ~/.ssh/authorized keys

chmod 644 ~/.ssh/known_hosts

Thuc hanh bao mét tét nhat

Tang cudng Server

PasswordAuthentication no Titdangnhap bang mat khau

PermitRootLogin no
AllowUsers deploy
Port 2222
MaxAuthTries 3

Tét SSH root
Danh séch trang ngudi dung dudc phép
Céng khéng mac dinh (tranh scanner)
Gii han s6 [an xac thuc
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Thuc hanh vé khéa

Prefer Ed25519 keys (smaller, faster, more secure).
Always set a passphrase on private keys.

Use ssh-agent to avoid retyping passphrases.
Rotate keys periodically; revoke unused keys.

Use IdentitiesOnly to control which key is offered.

Multiplexing

Chia sé két ndi

# In ~/.ssh/config

Host *
ControlMaster auto
ControlPath ~/.ssh/sockets/%r@%sh-%p
ControlPersist 600

# Create socket directory
mkdir -p ~/.ssh/sockets

Lgi ich ctia Multiplexing

Reuses a single TCP connection for multiple SSH
sessions to the same host. Eliminates repeated

ControlPersist keeps the master alive (seconds).

handshakes — faster connects and lower overhead.

Escape Sequences

Lénh Escape SSH

~, Két thic két néi (két thac phién bi treo)
~AZ  TamdUng phién SSH

~C M& command line (thém chuyén ti€p)
~fk  Liétké cac két ndi da chuyén tiép

~& Chay nén SSH (ddi két néi)

~2?  Hién thjtrg gilip escape

~~ GUi ky tu tilde thuc
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      - title: "Kết nối cơ bản"
        type: code
        content: |
          ssh user@host                   # connect to host
          ssh -p 2222 user@host           # custom port
          ssh user@host command            # run remote command
          ssh -t user@host "top"          # force TTY allocation

      - title: "Cờ kết nối"
        type: table
        rows:
          - key: "-p port"
            desc: "Kết nối tới cổng cụ thể"
          - key: "-i key"
            desc: "Dùng identity cụ thể (private key)"
          - key: "-t"
            desc: "Bắt buộc phân bổ pseudo-terminal"
          - key: "-v / -vv / -vvv"
            desc: "Debug chi tiết (mức độ tăng dần)"
          - key: "-q"
            desc: "Chế độ yên lặng (ẩn cảnh báo)"
          - key: "-N"
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          - key: "-f"
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    page_break_before: false
    subsections:
      - title: "Tạo khóa"
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          ssh-keygen -t ed25519 -C "you@example.com"
          ssh-keygen -t rsa -b 4096 -C "you@example.com"
          ssh-keygen -t ed25519 -f ~/.ssh/mykey
          ssh-keygen -p -f ~/.ssh/id_ed25519  # change passphrase

      - title: "Triển khai Public Key"
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        content: |
          ssh-copy-id user@host
          ssh-copy-id -i ~/.ssh/mykey.pub user@host
          # Manual: append .pub to remote authorized_keys
          cat ~/.ssh/id_ed25519.pub | ssh user@host \
            "mkdir -p ~/.ssh && cat >> ~/.ssh/authorized_keys"
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            desc: "Public key (chia sẻ thoải mái)"
          - key: "~/.ssh/authorized_keys"
            desc: "Remote: các public key được chấp nhận"
          - key: "~/.ssh/known_hosts"
            desc: "Fingerprints host đã biết"

  - title: "File cấu hình"
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      - title: "Cơ bản về ~/.ssh/config"
        type: code
        content: |
          Host myserver
            HostName 192.168.1.100
            User deploy
            Port 2222
            IdentityFile ~/.ssh/deploy_key

          # Then connect with just:
          # ssh myserver

      - title: "Tùy chọn Config hữu ích"
        type: code
        content: |
          Host *
            ServerAliveInterval 60
            ServerAliveCountMax 3
            AddKeysToAgent yes
            IdentitiesOnly yes

          Host bastion
            HostName bastion.example.com
            User admin

      - title: "Chỉ thị Config"
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            desc: "Tên đăng nhập"
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            desc: "Đường dẫn tới private key"
          - key: "ProxyJump"
            desc: "Nhảy qua host khác"
          - key: "ServerAliveInterval"
            desc: "Khoảng keep-alive (giây)"
          - key: "IdentitiesOnly"
            desc: "Chỉ dùng các khóa đã chỉ định"

  - title: "Chuyển tiếp cổng"
    page_break_before: false
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      - title: "Chuyển tiếp cục bộ (-L)"
        type: code
        content: |
          # Access remote port 5432 via local port 5432
          ssh -L 5432:localhost:5432 user@host
          # Access remote-db:3306 through ssh host
          ssh -L 3306:remote-db:3306 user@host
          # Bind to all interfaces
          ssh -L 0.0.0.0:8080:localhost:80 user@host

      - title: "Chuyển tiếp từ xa (-R)"
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          # Expose local port 3000 on remote port 8080
          ssh -R 8080:localhost:3000 user@host
          # Allow remote connections from any interface
          ssh -R 0.0.0.0:8080:localhost:3000 user@host

      - title: "Chuyển tiếp động (-D)"
        type: code
        content: |
          # SOCKS5 proxy on local port 1080
          ssh -D 1080 user@host
          # Background SOCKS proxy
          ssh -D 1080 -fN user@host

  - title: "SCP & SFTP"
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      - title: "SCP (Secure Copy)"
        type: code
        content: |
          scp file.txt user@host:/remote/path/
          scp user@host:/remote/file.txt ./local/
          scp -r dir/ user@host:/remote/path/
          scp -P 2222 file.txt user@host:/path/

      - title: "SFTP (Chuyển file tương tác)"
        type: code
        content: |
          sftp user@host
          # Inside sftp session:
          # put local.txt    — upload file
          # get remote.txt   — download file
          # ls / lcd / cd    — list / change directory
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          # Host myserver
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          Agent forwarding lets the remote host use your local
          keys without copying them. Use only with trusted hosts.
          Prefer ProxyJump over agent forwarding when possible.
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          # Background tunnel that stays open
          ssh -fNT -L 5432:localhost:5432 user@host
          # Auto-reconnecting tunnel (with autossh)
          autossh -M 0 -fNT -L 5432:localhost:5432 user@host

      - title: "Jump Hosts / Bastion"
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        content: |
          ssh -J bastion user@internal-host
          ssh -J user1@hop1,user2@hop2 user@target
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          # Host internal
          #   HostName 10.0.0.5
          #   ProxyJump bastion

      - title: "Quản lý Tunnel"
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          - key: "-N"
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            desc: "Tắt pseudo-terminal"
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          ssh -vvv user@host              # max verbosity
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          - key: "Too many auth failures"
            desc: "Dùng -i để chỉ định khóa hoặc IdentitiesOnly"
          - key: "Broken pipe"
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      - title: "Quyền file"
        type: code
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          chmod 700 ~/.ssh
          chmod 600 ~/.ssh/id_ed25519     # private key
          chmod 644 ~/.ssh/id_ed25519.pub # public key
          chmod 600 ~/.ssh/authorized_keys
          chmod 644 ~/.ssh/known_hosts
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      - title: "Thực hành về khóa"
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        content: |
          Prefer Ed25519 keys (smaller, faster, more secure).
          Always set a passphrase on private keys.
          Use ssh-agent to avoid retyping passphrases.
          Rotate keys periodically; revoke unused keys.
          Use IdentitiesOnly to control which key is offered.

  - title: "Multiplexing"
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      - title: "Chia sẻ kết nối"
        type: code
        content: |
          # In ~/.ssh/config
          Host *
            ControlMaster auto
            ControlPath ~/.ssh/sockets/%r@%h-%p
            ControlPersist 600

          # Create socket directory
          mkdir -p ~/.ssh/sockets

      - title: "Lợi ích của Multiplexing"
        type: info
        content: |
          Reuses a single TCP connection for multiple SSH
          sessions to the same host. Eliminates repeated
          handshakes — faster connects and lower overhead.
          ControlPersist keeps the master alive (seconds).
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