Tham Khao Nhanh Nginx

Server blocks, proxying, SSL, load balancing, logging

Cai bat

Cai D3t Theo Hé Piéu Hanh

Ubuntu / Debian
RHEL / Cent0S
mac0S

Alpine

Docker

Quan Ly Service

sudo systemctl
sudo systemctl
sudo systemctl
sudo systemctl
nginx -t

nginx -T

nginx -s reload

Cau Hinh Cd Ban

sudo apt install nginx
sudo dnf install nginx
brew install nginx

apk add nginx

docker run -p 80:80 nginx

start nginx Khdi dong Nginx
stop nginx Difng Nginx
reload nginx Tailai cdu hinh (khéng downtime)
enable nginx Kich hoat khi khdi dong
Kiém tra cti phap c4u hinh
Ki€m tra va in toan bd cau hinh
Béo hiéu process dang chay tai lai

Vi Tri File

/etc/nginx/nginx.conf
/etc/nginx/conf.d/
/etc/nginx/sites-available/
/etc/nginx/sites-enabled/

/vax/log/nginx/
/vax/www/html/
Cau Hinh T8i Gian

server {
listen 80;
server_name example.com;
root /var/www/mysite;
index index.html;

}

Cau Tric Ciu Hinh

File cau hinh chinh

C&u hinh site bé sung (*.conf)
C&u hinh site c6 s&n (Debian)
Symlinks dén cau hinh dang hoat
dong

Log truy cép va l6i

Document root mdc dinh

http { } Cai d5t HTTP server (c&p cao nhét)

server { ¥
location { } Khdoikhdp URI

Dinh nghta virtual host

upstream § 3} Nhém backend servers

events { }

Server Blocks

Cai dat xtr ly két noi

Virtual Hosts Theo Tén

server {
listen 80;
server_name site-a.com;
root /var/www/site-a;

}

server {
listen 80;
server_name site-b.com;
root /var/www/site-b;

}

Mac Binh & Catch-All

server {
listen 80 default server;
server_name _;

return 444; # drop connection
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Chuyén Huéng HTTPS

server {

listen 80;

server_name example.com;

return 301 https://$host$request uri;
}

Location Blocks

Uu Tién Khdp (cao dén thap)

= /path  Khdp chinh xac (uu tién cao nhat)
A~ [path  Khdp prefix, bo qua regex

~ regex Regex phan biét hoa/thudng

~% regex Regex khongphan biét hoa/thudng
/path Khép prefix (uu tién thap nhat)

ViDu Location

location = / {
# exact root only
}

location /api/ {
proxy_pass http://backend;

location ~* \.(jpg|png|gif)$ {
expires 30d;
try_files

location / {
try files $uri $uri/ /index.html;

Thi file, roi thu muc, roi fallback -- can thiét cho SPAs

Reverse Proxy

Proxy C6 Ban

location /api/ {
proxy_pass http://localhost:3000/;
proxy_set_header Host $host;
proxy set header X-Real-IP $remote addr;

proxy_set header X-Forwarded-For $proxy add x_ forwarded for;
proxy_set_header X-Forwarded-Proto $scheme;

}
Proxy WebSocket

location /ws/ {
proxy_pass http://localhost:3000;
proxy_http version 1.1;
proxy_set header Upgrade $http upgrade;
proxy_set_header Connection "upgrade";

}

Proxy Directives

proxy_pass URL backend

proxy_set_header

proxy_buffering off Tit buffering phan hoi
proxy_redirect

Truyén header tuy chinh dén backend
proxy_read_timeout  Timeout cho phan hdibackend (mdc dinh 60s)

Viét lai Location headers tif backend

SSL/TLS

HTTPS Server

server {
listen 443 ssl;
server_name example.com;

ssl_certificate /etc/ssl/certs/example.crt;
ssl _certificate key /etc/ssl/private/example.key;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH: !aNULL:!MD5;

}

Let's Encrypt véi Certbot

sudo certbot --nginx -d example.com
sudo certbot renew --dry-run
Thuc Hanh Tt Nhat SSL

ssl_protocols TLSv1.2 TLSvi1.3
ssl_prefer_server_ciphers on
ssl_session_cache shared:SSL:10m

Server chon cipher

uu hiéu suat
add_header Strict-Transport-Security HSTS header
ssl_stapling on OCSP stapling cho

handshake nhanh hon

Load Balancing

Tat cac phién ban TLS cii

Tai st dung session dé toi

Upstream Block

upstream backend {
server 10.0.0.1:3000;
server 10.0.0.2:3000;
server 10.0.0.3:3000;

server {
location / {
proxy_pass http://backend;
}

Phuong Phép Load Balancing

(mdc dinh) Round-robin
least_conn it két néi hoat dong nhat
ip_hash Sticky sessions theo IP client

hash $request_uri Consistent hash theo URI
Tuy Chon Server

weight=3 GUfi nhiéu gap 3 lan traffic
max_fails=3 S6 lan that bai trudc khi danh ddu down
fail_timeout=30s Thdigian danh dau server la down

backup Chi dling khi cac server khac down
down Dénh dau server offline vinh vién
File Tinh & Caching

Phuc Vu File Tinh

location /static/ {
alias /var/www/assets/;
expires 30d;
add_header Cache-Control "public, immutable";
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Nén Gzip

gzip on;
gzip_types text/plain text/css
application/json application/javascript;
gzip_min_length 1000;
gzip_comp_level 5;

Directives Caching
expires 30d Dt Expires va Cache-Control max-age
expires off Tét expires header
etag on Bat ETag header (mdc dinh)
sendfile on Phuc vu file hiéu qua qua kernel

tcp_nopush on  T&iuu hda viéc giii goi tin

Loggin

C3u Hinh Log

access_log /var/log/nginx/access.log;
error_log /var/log/nginx/error.log warn;

# Custom log format

log format main '$remote addr - $status
'"$request" $body bytes sent';

access_log /var/log/nginx/access.log main;

Mic D9 Log Loi
debug  Chitiét (can --with-debug)

info Théng tin

notice Binhthudngnhungdangchiy
warn Canh béao

exrror  Loi(m3cdinh)

crit Van dé nghiém trong

Log C6 Diéu Kién

map $status $loggable {
~~[23] 0;
default 1;

access_log /var/log/nginx/access.log combined if=$loggable;

B6 qua log phan hdi 2xx/3xx dé giam khai lugng log
Bao Mat

Rate Limiting

limit_req_zone $binary remote_addr
zone=api:10Om rate=10r/s;

location /api/ {
limit_req zone=api burst=20 nodelay;
}

Kiém Soat Truy Cap
location /admin/ {
allow 192.168.1.0/24;
deny all;
}

Security Headers

Mau Phd Bién

SPA (Single-Page App)

location / {

root /var/www/app;

try files $uri $uri/ /index.html;
}

CORS Headers

location /api/ {
add_header Access-Control-Allow-0rigin *;
add _header Access-Control-Allow-Methods
"GET, POST, PUT, DELETE, OPTIONS";
if ($request_method = OPTIONS) {
return 204;
}

proxy_pass http://backend;
}

Bién Hifu Dung

$host Host header clia request
$uri URI hién tai (@& chuan hod)
$request_uri URIgdcvdiquery string
$remote_addxr DjachilP client

$scheme http hodc https
$args Tham s6 query string
$status M3 trang thai phan hoi

X-Frame-Options DENY
X-Content-Type-Options nosniff
X-XSS-Protection "1; mode=block"
Content-Security-Policy

Referrer-Policy no-referrer

refmint.com

Ngan chan clickjacking
Ngan chan MIME sniffing
BG loc XSS (trinh duyét cii)
Kiém soat ngudn tai nguyén
dugc tai

Kiém soét théng tin referrer
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