Tham Khao Nhanh GitLab CI/CD

Pipelines, jobs, stages, variables, artifacts, environments

Cd Ban Vé Pipeline

Cach Pipeline Hoat Pong

Pipeline Container cip cao nhat; mot pipeline cho mdi commit/trigger

Stage Nhém céc job chay song song
Job Tac vy dan [é (script) trong mét stage
Runner Agent thuc thi cac job

Kich Hoat Pipeline

Push to branch Tuddng(mdcdinh)
Mexrge request
Schedule CI/CD > Schedules trong cai dat du an
API POST /projects/:id/trigger/pipeline
Manual NUt Run Pipeline trong menu CI/CD

.gitlab-ci.yml

Qua workflow:rules hodc only: merge_requests

Cau Hinh T8i Gian
stages: [build, test, deploy]
build-job:
stage: build
script: echo "Compiling..."

TU Khéa Toan Cuc

stages Dinh nghia thi tu stage
default Gid tri mdc dinh cho tat ca job
variables Bién CI/CD toan cuc

workflow  Kiém soat khinao pipeline dugc tao

include Import file YAML bén ngoai
Include Templates

include:

- template: Auto-DevOps.gitlab-ci.yml
- local: .ci/lint.yml
- project: 'group/shared-ci'

file: '/templates/deploy.yml'

Jobs

DPinh Nghia Job

test-unit:
stage: test
image: node:20
script:
- npm ci
- npm test

T Khéa Job

script Lénh shell can chay (b4t budc)
before_script Lénh chay trudc script chinh
after_script  Lénh chay sau (k& ca khi that bai)

image Docker image cho job
rules Diéu kién dé dua job vao
needs Phu thudc DAG (bd qua thii tu stage)
allow_failure Pipeline ti€p tuc néu job that bai
retry SG lan tu dong thi lai (0-2)
timeout Thdi gian t6i da cho job
Rules
deploy:
rules:
- if: '"$CI_COMMIT_BRANCH == "main"'
when: manual
- if: '"$CI_PIPELINE SOURCE == "merge request event"'
when: never
- when: on_success
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Stages

Thi Ty Stage

stages:
- lint
- build
- test
- deploy

Stage Mdc Pinh

.pre Ludn chay dau tién

build  Stage mdcdinh 1
test Stage mac dinh 2
deploy Stage mdacdinh3

.post  Ludn chay cudiclng

DAG V@i needs

test-api:

stage: test

needs: ["build-api"]
test-web:

stage: test

needs: ["build-web"]

Variables

# skip waiting for full stage

# runs as soon as build-web done

Pinh Nghia Bién

variables:
NODE_ENV: "production"
DB_HOST: "postgres"
job:
variables:
NODE_ENV: "test"

Bién Pinh Sén
CI_COMMIT_SHA
CI_COMMIT_BRANCH
CI_COMMIT_TAG
CI_PIPELINE_ID
CI_PROJECT_DIR

CI_MERGE_REQUEST_IID
CI_REGISTRY_IMAGE

Protected & Masked

# job-level override

Hash commit day du

Tén branch

Tén tag (néu la tag pipeline)

ID pipeline duy nhat

Dudng dan checkout repo

S6 MR (chi cho MR pipeline)

DPudng dan image container registry

Protected Chikhadungtrén branch/tag dudc bao vé

Masked

An trong log job

File Ghi vao file tam; dudng dan trong bién

Artifacts

Luu Artifacts

build:
script: npm run build
artifacts:
paths: [dist/]
expire in: 1 week

Loai Artifact

paths

exclude
expire_in
reports:junit

File/thu muc can luu

M&u can bd qua

Ty dong xda sau khoang thdi gian
JUnit XML cho tém t3t test trong MR

reports:coverage_report Trucquan hda coverage Cobertura

JUnit Report

test:
script: pytest --junitxml=report.xml
artifacts:

reports:
junit: report.xml

Cache

Cache Dependencies

test:
cache:

key: ${CI COMMIT REF SLUG}
paths: [node modules/]

script: npm ci && npm test

Cache vs Artifacts

Cache Tang toc job; khéng dam bao; téi stf dung cling key
Artifacts Truyén file gitfa jobs/stages; dam bao

Cache Policies

pull-push Taixuéng+tailén (mac dinh)

pull Chi tai xuéng (nhanh han cho consumer)
push Chi tai lén (cho producer)
Environments

Pinh Nghia Environments

deploy-staging:
stage: deploy
environment:

name: staging
url: https://staging.example.com

script: ./deploy.sh staging

Tinh Nang Environment

name Tén environment (hién thj trong UI)
url Link dén dng dung da trién khai
on_stop Job chay khi environment bj diing

auto_stop_in Tuddngduiing sau khoang thdi gian
action: stop Danhdaujob lahanhdongding

Review Apps

review:
environment:

name: review/$CI_COMMIT_REF_SLUG

url: https://$CI_COMMIT REF _SLUG.example.com
on_stop: stop-review

auto_stop_in: 1 week

Docker

Build & Push Image

build-image:
image: docker:24
services: [docker:24-dind]
script:

$CI_|

- docker login -u $CI_REGISTRY_USER -p $CI_REGISTRY_PASSWORD
REGISTRY

- docker build -t $CI REGISTRY IMAGE:$CI COMMIT SHA .

- docker push $CI_REGISTRY IMAGE:$CI_COMMIT SHA
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Services (Sidecar Containers)

test:
image: python:3.12
services:
- postgres:16
- redis:7
variables:
POSTGRES DB: testdb
POSTGRES_PASSWORD: secret

Docker-in-Docker

docker:24-dind Image DinD service
DOCKER_TLS_CERTDIR D3t '/certs' hodc " dé cdu hinh TLS
DOCKER_HOST tcp://docker:2376 (TLS) hoac :2375

M3u Phé Bién

Monorepo (changes)

test-api:
rules:

- changes: [api/**/*]
test-web:
rules:

- changes: [web/**/*]

Manual Deploy Gate

deploy-prod:
stage: deploy
when: manual
rules:
- if: '"$CI_COMMIT BRANCH == "main"'

Parallel Matrix

test:
parallel:
matrix:
- PYTHON: ["3.1@0", "3.11", "3.12"]
DB: ["postgres", "sqlite"]
script: tox -e py${PYTHON}-${DB}
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