curl Tham Khao Nhanh

HTTP request, header, xac thuc, form, debug

S’ Dung Cd Ban

Dii Liéu & Form

Request Pon Gian

curl https://example.com # GET request

curl -o file.html https://url # lru vao file

curl -0 https://url/file.tar.gz # luu theo tén tir server
curl -L https://url # theo redirect

Flag ThuGng Dung
-s Ché d6 im lang (khdng hién tién trinh)
-S Hién thj [6i trong ché d6 im ldng
-f That bai im ldng khi 16i HTTP
-L Theo redirect
-o file Ghi dau ra vao file
-0 Luu theo tén file tif xa
-C - Tiép tuc tai bj gian doan
--max-time 30 Timeoutsau 30 gidy

HTTP Methods

GET & HEAD

curl https://api.example.com/users
curl -I https://example.com
curl -i https://example.com

# HEAD (chi header)
# bao gom response header

POST

curl -X POST https://api.example.com/users \
-H "Content-Type: application/json" \
-d '{"name":"Jo","email":"jo@ex.com"}

PUT & PATCH & DELETE

curl -X PUT https://api.example.com/users/1 \
-d '{"name":"Updated"}"

curl -X PATCH https://api.example.com/users/1 \
-d '{"email":"new@ex.com"}"

curl -X DELETE https://api.example.com/users/1

Headers

Dat Headers

curl -H "Content-Type: application/json" URL
curl -H "Accept: text/html" URL

curl -H "X-Custom: value" URL

curl -H "Headerl: v1" -H "Header2: v2" URL

Response Headers

-i Bao gdém response header trong dau ra
-1 Chi lay header (HEAD)
-D file Dump response header vao file
-w '%ihttp_code}' InHTTP statuscode
Xac Thuc
Basic & Token Auth

curl -u user:pass https://api.example.com
curl -H "Authorization: Bearer TOKEN" URL
curl -u user:pass --digest URL

curl --negotiate -u : URL # Kerberos/SPNEGO

Céc Phudng Thiic Auth

-u user:pass XacthucBasic

--digest HTTP Digest auth

--negotiate Kerberos/SPNEGO auth

--ntlm NTLM authentication

-n Dung théng tin xac thyc tif ~/.netrc
refmint.com

GUi Dif Lidu

curl -d "key=val&key2=val2" URL # form urlencoded
curl -d @data.json URL # dir liéu tur file
curl --data-raw '{"raw":"json"}' URL

curl --data-urlencode "g=hello world" URL

Tai File Lén
curl -F "file=@photo.jpg" URL
curl -F "file=@doc.pdf;type=application/pdf" URL
curl -F "field=value" -F "file=@img.png" URL

Multipart vs URL-Encoded

-d application/x-www-form-urlencoded

-F multipart/form-data

--json RUt gon: dat Content-Type + Accept thanh JSON
-T file TaifilelénquaPUT

SSL/TLS

Tuy Chon Certificate

curl --cacert ca.pem URL # CA bundle tuy chinh

curl --cert client.pem URL # client certificate

curl --cert client.pem --key key.pem URL

curl -k URL # bo qua xac minh TLS (chi dev)

TLS Flags

-k / --insecure BO quaxac minh certificate TLS
--cacert file Dung CA certificate tuy chinh
--cert file Client certificate

Céc Pattern Tai

# Tai véi progress bar

curl -# -0 https://releases.example.com/v2.tar.gz
# Tiép tuc tai bi gian doan

curl -C - -0 https://releases.example.com/v2.tar.gz
# Tai nhiéu file

curl -0 https://url/filel -0 https://url/file2

Script Helper

# Kiém tra URL c6é truy cép dugc khong

curl -sf -o /dev/null https://example.com & echo OK
# Luu cookie va tai su’dung

curl -c cookies.txt -b cookies.txt URL

# Gidi han t6¢ dO request

curl --limit-rate 100k URL

Proxy & Mang

Cai bat Proxy

curl -x http://proxy:8080 URL

curl -x socks5://proxy:1080 URL

curl --proxy-user user:pass -x http://proxy:8080 URL
curl --noproxy "*.local,localhost" URL

DNS & Resolve

--resolve host:port:addr Ep phan gidi DNS thanh addr
--dns-servers 8.8.8.8 Dung DNS server tuy chinh
--interface etho Dung network interface cu thé
-4 / -6 B3t budc IPv4 / IPv6

Config & Nang Cao

--key file Private key cua client
--tlsvl.2 B3t budc TLS t8i thi€u 1.2
--tlsvl.3 B3t budc TLS t6i thiéu 1.3

Pau Ra & Debug

Verbose & Trace
curl -v URL # dau ra verbose

curl --trace dump.txt URL # toan b0 trace vao file
curl --trace-ascii - URL # trace ra stdout
curl -w "\n%{http_code}\n" URL # dinh dang dau ra tuy chinh

Bién Write-Out

%{http_code} HTTP response status code
%{time_total} Téng thdi gian tinh bang gidy
%{time_connect} Thdai gian thiét [ap két nGi
%3isize_download} Byte da tai
%{speed_download} T6c dd tai trung binh
%iredirect_url} URL redirect (néu cd)
%$ssl_verify_result}? Kétquaxac minh SSL(0=0K)

Vi Du Write-Out
curl -s -o /dev/null -w \

"code: %{http code}\ntime: %{time total}s\n" \
https://example.com

Céc Pattern Thudng Gap

Workflow API

# GET JSON va pipe vao jq

curl -s https://api.example.com/data | jq

# POST JSON c6 xac thuc

curl -s -H "Authorization: Bearer $TOKEN" \
--json '{"key":"val"}' https://api.example.com

Litems[]*

File Config

# ~/.curlrc — tuy chon mac dinh
--silent

--location

--max-time 30

# Dung file config tuong minh
curl -K myconfig.txt URL

Flag Hitu ich

--retry 3 Thr lai khi gdp 6i tam thdi
--retry-delay 2 Tré gilfa cac [an thi lai (gidy)
--compressed Yéu cau va gidi nén gzip/br
--limit-rate 100k Gidihan toc dd truyén

-Z Truyén song song (curl 7.66+)
--create-dirs Tao thu muc dudng dan cho -o
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