ALPINE LINUX THAM KHAO NHANH

1an ly goi, dich vu, mang, Docker base image

Cd Ban apk

apk update # lam méi chi muc géi
apk upgrade # nang cap tat ca goi
apk add curl git vim # cai dat

apk del curl # g& bd goi

apk search nginx # tim kiém go6i
Thong Tin G6i

apk info liét ké géi da cai

apk info -a nginx
apk info -L nginx
apk policy nginx
Virtual Packages
# Cai build deps theo nhém, x6a sau khi dung

apk add --virtual .build-deps gcc musl-dev

make && make install

apk del .build-deps

Repositories

# /etc/apk/repositories
https://dl-cdn.alpinelinux.org/alpine/v3.20/main
https://dl-cdn.alpinelinux.org/alpine/v3.20/community
@edge https://dl-cdn.alpinelinux.org/alpine/edge/testing

Dich Vu
Quan Ly Dich Vu OpenRC
rc-service nginx start # khul dong dich vu
rc-service nginx sto dich vu
rc-service nginx restart # khul dong lai
rc-service nginx status # kiéh tra trang thai
Quan Ly Runlevel
rc-update add nginx default
rc-update del nginx default
rc-update show

thong tin chi tiét gol
liét ké file trong
xem phién ban cé san

I

# bat khi khéi dong
# tat khi khoi dung
liét ké tat ca dich vu

rc-status # xem dich vu dang chay
Runlevels . o
sysinit’ Khditao hé thong (filesystem, d6ng ho)

boot Dich vu cd ban (mang, syslog)
chh vu binh thudng web server, daemon)
shutdown) Tac vu tat méy

Cac File Cau Hinh Quan Trong

/etc/apk/xepositories URL repository géi

/etc/hostname Tén hostname hé thong
Jetc/network/interfaces Cau hinh network interface
Jetc/conf.d/ C4u hinh riéng tiing dich vu
Jetc/motd Message of the day

Thiét Lap Hé Théng
setup-alpine

# thiét lap tuong tac day du
setup-timezone

# dat mii giv

setup-keymap # cal hinh ban phim
setup-hostname myhost # dat hostname
Timezone

apk add tzdata

cp /usr/share/zoneinfo/US/Eastern /etc/localtime

echo "US/Eastern" > /etc/timezone

apk del tzdata # tluy chon: xdéa dé’tiét kiém bd nh&

C&u Hinh Interface

# /etc/network/interfaces

auto eth@

iface ethe inet dhcp

# --- tinh ---

iface ethe inet static
address 192.168.1. 10/24
gateway 192.168.1.

Lénh Mang

ip addr show

ip route show

ip link set eth® up
setup-interfaces

DNS & Firewall

# DNS: /etc/resolv conf
nameserver 1.1.
nameserver 8.8. 8 8

# Firewall

apk add iptables
iptables -L -n # liét ké quy tac

Ngudi Dung
Quan Ly User

# xem dia chi IP
# xem bang dinh tuyén
# b4t interface
cau hinh mang tuong téc

adduser alice # tao user (tuong téc)
adduser -D -s /bin/sh bob # khong tuong tac, dat shell
deluser alice # x6a user

passwd alice # dat/doi mat khau
Groups & Sudo

addgroup devs # tao group

addgroup alice devs # thém user vao group

apk add doas # thay thé sudo nhe hon

# /etc/doas. conf
permit persist alice as root

System Users

adduser -S -D -H -s /sbin/nologin myapp
# -S sxstem user -D khéng mat khau

# -H khong thu muc home =-s khéng shell
Dia & Luu Trif

Lénh Filesystem

# tém tat su’dung dia

# kich thuéc thu muc

# liét ké thiét bi block
# mount thiét bi

# unmount

df -h

du -sh /var/log
lsblk

mount /dev/sdal /mnt
umount /mnt

LBU (Alpine Local Backup)
# Cho ché’d6 diskless/data — lwu thay d6i qua reboot

lbu status # xem thay déi chua commit
lbu commit # luu thay doi vao boot media
lbu list # liét ke file da backup

lbu include /etc/myconf # thém duong dafi vao backup
Thiét Lap bia

setup-disk # cai dét dia tuong tac
setup-disk /dev/sda # cai lén dia cu thé’

# Ché’dd: sys (truyén théng), data, diskless

Docker Base Im

Tai Sao Dung Alpine cho Docker

~5 MB base image 50 v8i ~80 MB Debian slim

musl libc Nhhoh};dn glibc (c6 mot s6 van dé tuong
thicl

apk package manager Nhanh, khéng cache mdc dinh

Minimal attack surface Itgdi hon = it CVE hon

Dockerfile T8i Gian

FROM alpine:3.20

RUN apk add --no-cache python3 py3-pip

COPY app.py /app/

CMD ["python3", "/app/app.py"]

Multi-Stage Build

FROM golang 1.22-alpine AS builder
WORKDIR /s

RUN go bu11d —o /app
FRDM alplne:

COPY
CMD ["/app“]’
Nhifng Luu Y Quan Trong
--no-cache Ludn duing dé gjllimage nho
musl vs glibc M@t s6 binary can package gcompat
Khong c6 bash mic dinh Dung/bm/sh hodc apk add bash
Thiéu timezone Cai tzdata néu can

Cac Pattern Thudng Gap
Cai Build Tools
apk add --no-cache build-base # gcc, make,

V.V.
apk add --no-cache EythonS dev # Python headers
apk add --no-cache linux-headers # kernel headers
Cron Jobs
# Thém cron job
echo "*/5 * * * * /usr/local/bin/task.sh" \

| crontab -
rc-service crond s
rc-update add crond default

Bat SSH

apk add openssh

rc-service sshd s

rc-update add sshd default

# Caa hinh: /etc/ssh/sshd config

Nang Cap Phién Ban Alpine

# Suad /etc/apk/repositories: d6i v3.19 - v3.20
apk update

apk upgrade --available

sync & reboot

ﬁ1lder /app /app
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