0s'E x|

Ubuntu / Debian
RHEL / Cent0S
mac0S

“sudo apt install nginx

“sudo dnfinstall nginx
“brew install nginx

Alpine “apk add nginx

Docker “docker run -p 80:80 nginx"

MH|A 2Ha|

sudo systemctl start nginx Nginx AI%

sudo systemctl stop nginx N_gxnx =X|

sudo systemctl reload nginx I MWZ2E (RS

sudo systemctl enable nginx =t )\| N )\|§|r

nginx -t A EH A

nginx -T AH A M £

nginx -s reload Aol SOl IZHAN MHZE A
= dE

=8y ]

Ip 2fX|
/etc/nginx/nginx.conf o™ o
/etc/nginx/conf.d/ AOJEE HH E&2 (*.conf)
Jetc/nginx/sites-available/ A2 7t=ot AIO|E M& (Debian)
;etcﬁgi7x/§it7s-enabled/ %§ %%ﬁ%ﬁﬂ 23

var/log/nginx HIWREZD
Jvax/www/html/ I2EMRE
EIESRSES]

server {

listen 80;

server name example.com;
root /var/www/mysite;
index index.html;

H¥Ax
http § 3 HTTP At M (£ 4k9])
server { } JIMSAE Mo
location § ¥ URIONA E=
upstream § ? o= MH IF
events § ¥ Z A2 MH

=

O[S 7| 7S SAE
server {
listen 80;
server_name site-a.com;
root /var/www/site-a;

}

server {
listen 80;
server name site-b.com;
root /var/www/site-b;

}
712 "2
server {

listen 80 default server;
server_name _;

return 444; # drop connection
}
HTTPS 2|CHO[HE
server {

listen 80;

server_name example
return 301 https: //$host$request uri;

}
-

A M9 (ES-53)

= /path) Fot0jAl (£[24)

A~ [path) FEAONE, HoA 2HE
~ regex LCHAEXLE HFAl

~% regex) CHAZ X} RA| Fid
/path TFAONE (Z[ok9l

Location Gi|A|

location = / {
# exact root only

¥
location /api/ {
proxy_pass http://backend;

Iocatlon ~x \ (]pg|png|g1f)$ {
expi

try_ﬁles
location / {
try files $uri $uri/ /index.html;

e, CIER2| &M 2 A= 2 EW — SpAO]| E

2[HA TEA|
J|2TEA
location /api/ {
proxy pass http://localhost: 3000/;
proxy_set_header Host $host
proxy_set header X-Real-IP sremote addr
proxy_set header X-Forwarded-For $proxy add x_forwarded for;
proxy set header X-Forwarded-Proto $scheme;

}
WebSocket ZEA|

location /ws/ {

proxy pass http://localhost:3000;
proxy_http version 1.1;

proxy set header Upgrade $http 1 upgrade,
proxy_set_header Connection "upgrade";

TEA XAl

proxy_pass HHOl = URL
proxy_set_header SHOl = of| AP Xt MO of|Cf M
proxy_read_timeout QM= SEFEFIOLR (7] 60s
proxy_buffering off SE HI{2! H|ZNs}
proxy_redirect 3ol = 9| | ocation 81| Cf ZHEHA

SSL / TLS
HTTPS At
server {
listen 443 s
server_name example com;
ssl_certificate /etc/ssl/certs/example.crt;
ssl_certificate key /etc/ssl/prlvate/example key
ssl_protocols TLSv1.2 TI
ssl_ciphers HIGH: IaNULL 'MDS
}

Certbot2 2 Let's Encrypt

sudo certbot --nginx -d example.com
sudo certbot renew --dry-run

SSL 2 AL

ssl_protocols TLSv1.2 TLSv1.3 FHE TS HIEY
3|
ssl_prefer_server_ciphers on ﬂgﬂiﬂ At} U4
ssl_session_cache shared:SSL:10m %é% 2let Ml xH
add_header Strict-Transport-Security HS?S}HH
ssl_stapling on 2 $HE Hjo| S
ila* 0CSP AE|0[Z

0!

2 Al
Upstream £
upstream backend {
server 10.0.0.1:3000;
server 10.0.0.2:3000;
server 10.0.0.3:3000;
server {
location / {
proxy _pass http://backend;

}

ELC M2y uhAl

1E2H 2tec 24l

least_conn M HAHO| 7HE M2 M
ip_hash S20[o1E |p 1F MM

hash $request_uri URIZ|HF 2=l SHA|

MH M

weight=3 36 O 2 Eajul M&
max_fails=3 CHe M2| ™ A1f gl
fail_timeout=30s AHESCI2OZ HA[SH= A|ZH
backup CHE A7} B & CIREHS ufgh AL
down MHE GTHORZ 2matel Xz

R EE
B Ip A2
location /static/ {
alias /var/www/assets/;
expires 30d
add header Cache-Control "public, immutable";

Gzip &
gzip on;
gzip_types text/plain text/css

application/json application/javascript;
gzip_min_length 1000;
gzip_comp_level 5;
44l KIAlof
expires 30d

Expires % Cache- Control max-age S8
expires off =2y

explres‘“:‘l H| 2
A

etag on ETa AE'_c_ﬁl' (7122
sendfile on g2 St a2l M3
tcp_nopush on IiZl F& X|Xs}

2IMH
access_log /var/log/nginx/access.log;
error_Tog /var/log/nginx/error.log warn

# Custom log format

log_format main '$remote addr - ¢$status '
"$request" $body bytes sent'

access_log /var/log/nginx/access.log main;

RERI Y

debug) AMM| 27 (-with-debug Q)
info HELOAX
notice FAO|X|TtF=ThAtet
waxrn E<inl

exrror 2F (7|22}

crit) HZetEA

z7i% 22
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map $status $loggable {
~~[23] 0;
default 1;
access_log /var/log/nginx/access.10g combined if=$loggable;
20 8 HAS o 2x/3xx S 22 AHE
25 H|st

limit_req_zone $binary remote addr
zone=api:10m rate=10r/s;

location /api/ {
limit_req zone=api burst=20 nodelay;

}
"2 Hof
location /admin/ {
allow 192.168.1.0/24;

ation (nginx.o

) deny all;
5103
X-Frame-Options DENY =L P EAR-IN

X-Content-Type-Options nosniff
X-XSS-Protection "1; mode=block"
Content-Security-Policy 2 AA
Referrer-Policy no-referrer
2R

SPA (EH T 0] X] 24)

location / {

root /var/www/app
try files $uri $ur1/ /index.html;

}
CORs 3|t
location /api/ {
| _header Access-Control-Allow-0rigin *;
add_header Access-Control-Allow-Methods
"GET, POST, PUT, DELETE, OPTIONS";
if ($request method = OPTIDNS) {
return 204;

) proxy pass http://backend;

g8

$host

uri
$request_uri
$remote_addr Z:2l0[AHE |pF4

28 Host 81|

$scheme £ Ehtt]?
args 2| 2XE 1t2tolg
$status HEfTE
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