Nginx it = XX

MH E5, IEA| ssL, 2E Wiy, 22

24|

os'd x|

Ubuntu / Debian
RHEL / Cent0S

sudo apt install nginx
sudo dnf install nginx

docker run -p 80:80 nginx

mac0S brew install nginx
Alpine apk add nginx
Docker
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sudo systemctl start nginx
sudo systemctl stop nginx
sudo systemctl reload nginx
sudo systemctl enable nginx
nginx -t

nginx -T

nginx -s reload
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/etc/nginx/nginx.conf FHF oY
/etc/nginx/conf.d/ ALO|EEH HE EEQ! (*.conf)

/etc/nginx/sites-available/
/etc/nginx/sites-enabled/

/vax/log/nginx/
/vax/www/html/
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server {
listen 80;
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server_name example.com;
root /var/www/mysite;

index index.html;
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http { }
server { }
location § }
upstream { }
events { }
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server {
listen 80;

server_name site-a.com;
root /var/www/site-a;

server {
listen 80;

server name site-b.com;
root /var/www/site-b;

}
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server {

listen 80 default server;

server_name _;

return 444; # drop connection
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server {

listen 80;

server_name example.com;

return 301 https://$host$request_uri;
}
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location = / {
# exact root only

location /api/ {
proxy_pass http://backend;

location ~* \.(jpg|png|gif)$ {
expires 30d;
try_files

location / {
try files $uri $uri/ /index.html;
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SSL/TLS
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server {
listen 443 ssl;
server_name example.com;

ssl certificate

/etc/ssl/certs/example.crt;

ssl_certificate key /etc/ssl/private/example.key;

ssl protocols
ssl_ciphers

TLSv1.2 TLSv1.3;
HIGH: !'aNULL:!MD5;
}

Certbot2 = Let's Encrypt

sudo certbot --nginx -d example.com
sudo certbot renew --dry-run
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ssl_protocols TLSv1.2 TLSv1.3
ssl_prefer_server_ciphers on
ssl_session_cache shared:SSL:10m
add_header Strict-Transport-Security
ssl_stapling on
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location /api/ {
proxy pass http://localhost:3000/;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set header X-Forwarded-For $proxy add x_ forwarded for;
proxy set header X-Forwarded-Proto $scheme;

}
WebSocket TEA|

location /ws/ {
proxy pass http://localhost:3000;
proxy http version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
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upstream backend {
server 10.0.0.1:3000;
server 10.0.0.2:3000;
server 10.0.0.3:3000;

server {

location / {

proxy_pass http://backend;

}
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max_fails=3
fail_timeout=30s

backup
down
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location /static/ {
alias /var/www/assets/;
expires 30d;

add_|

header Cache-Control "public, immutable";
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gzip on;
gzip_types text/plain text/css

application/json application/javascript;

gzip_min_length 1000;
gzip_comp_level 5;

FH& x[AJof
expires 30d Expires % Cache-Control max-age &%
expires off expires 6| H| 243}
etag on ETag sl M3t (7| 23))
sendfile on FHdg SstmgXNol oY XS
tcp_nopush on I{3l ﬁé} = Xot
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access_log /var/log/nginx/access.log;
error_log /var/log/nginx/error.log warn;

# Custom log format
log format main '$remote addr - $status

access_log /var/log/nginx/access.log main;
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map $status $loggab1e {
~~[23] ©
default 1

}

access_log /var/log/nginx/access.log combined if=$loggable;
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$request" $body bytes sent';
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limit_req_zone $binary remote_ addr
zone=api:10m rate=10r/s;

location /api/ {
limit_req zone=api burst=20 nodelay;
HZ o
location /admin/ {

allow 192.168.1.0/24;
deny all;
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location / {
root /var/www/app;
try files $uri $uri/ /index.html;

CORS &I

location /api/ {
add_header Access-Control-Allow-0rigin *;
add_header Access-Control-Allow-Methods
"GET, POST, PUT, DELETE, OPTIONS";
if ($request_method = OPTIONS) {

return 204;

}

proxy_pass http://backend;
}
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$host A Host 8|
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$request_uri 3z —E—I}%‘ E?:.* & URI
$remote_addr ZzZ|0|AHE |pFL
$scheme http E£= https
$args Az —.-_—IF" t2tolg
$status SHAEIE

X-Frame-Options DENY
X-Content-Type-Options nosniff
X-XSS-Protection "1; mode=block"
Content-Security-Policy
Referrer-Policy no-referrer
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