chmod £ & X

Y MO|M, =X M8 2E, E4 H|E, umask

=, =

XA EE ClyER2| Ho|M LU iE
8%1% THO|M A} CIZE2(0lA T o] o] ANl A AR

4 &7l xr (4) ClAE2| LHE SE (1s) Web root chmod -R 755 /vaxr/www/html

2 M7|(w) w (2) C|2E2|0f| A IH M A/ AK| Config file chmod 600 app.conf

1 2"y x (1) ClME2| F2 (cd) SSH directory chmod 700 ~/.ssh

0 Hotgls rx (5) SE+F2(YetEely)) SSH authorized_keys chmod 600 ~/.ssh/authorized_keys

SAl rwx (7) HAH| At Shared directory chmod 2775 /shared (setgid)

M RH2| EY o1 " Log files chmod 640 /var/log/app.log

chmod 755 file  # rwxr-xr-x 2t CI8 =2 Mol d Cron scripts chmod 755 /etc/cron.daily/myjob
C:"“’g ggg ?{e i MW= chmod 755 dir/ # standard: owner rwx, others rx Temp directory chmod 1777 /tmp (sticky)

chmo 1te WX ----- chmod 700 dir/ # private: owner only M sto

chmod 600 file #orwe---oo- chmod 750 dir/ # group access: owner rwx, group rx O] 4 =l

KA

7 (4+2+41) rwx— S{7|, M|, M

6 (4+2) rw-— 7|, M|

5 (4+1)  rx— 7], M

4 Ty

3 (2+1) -wx — MI|, A

2 w-—MT| Mg

1 x—AHHE

) ——Atels
Azec
=4: [ugoa][+-=][rwxXst]

u AR (user)

g 18

o 7IE

a HH (u+g+o)

+ T{O|M T}

HO|d ®H

= I{0|d ™Mets| M-
HE WA

chmod u+x file # owner: add execute
chmod g-w file # group: remove write
chmod o=r file # others: set read only
chmod a+r file # all: add read

chmod u+x,g-w,o= file # combined operations
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chmod 644 *.html # web files: owner rw, world r
chmod 755 *.sh # scripts: owner rwx, world rx
chmod 600 ~/.ssh/id_* # SSH keys: owner only

chmod 400 secret.pem # certificate: read-only
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chmod 1777 /tmp # sticky bit: only owner can delete
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Setuid, Setgid, Sticky
Setuid (4xxx) I ARXIE M3 (0f: passwd)

Setgid (2xxx) IIY IFOZ MM/ /CIAMERIE M4

Sticky (1xxx)
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setuid: -rwsr-xr-x
setgid: drwxr-sr-x
sticky: drwxr-xr-t
symbolic setuid
symbolic setgid
symbolic sticky bit

chmod 4755 program
chmod 2755 dir/
chmod 1755 dir/
chmod u+s program
chmod g+s dir/
chmod +t dir/
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chmod -R 755 dir/
chmod -R u+rwX dir/
chmod -R go-w dir/

find2 It/ C|AER| 7 &2
# set directories to 755, files to 644
find /path -type d -exec chmod 755 {} +
find /path -type f -exec chmod 644 {} +
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# set all to 755 recursively
# owner rw, +x on dirs only
# remove group/other write

X (HEX) ClEe2(eto|0] A3 7hsst ool ot Mg =7t
umask
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umask S umask FEA|

umask 022 I} 644, C|AER|: 755

umask 077 I}¥: 600, C|HE2]: 700
umask 002 I}Y: 664, CIHER|: 775

umask A|2¢
# default permission minus umask = effective

# Files: 666 - 022 = 644 (rw-r--r--)
# Dirs: 777 - 022 = 755 (rwxr-xr-x)

umask # display current umask
umask 022 # typical default
umask -S # show in symbolic notation

1s -1 file.txt # show permissions

1s -1d dir/ # show directory permissions
stat -c '%A %a %n' * # symbolic + numeric + name
getfacl file.txt # show ACLs (if in use)
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